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Embracing Digital Transformation: Overcoming Workplace Challenges 

Introduction 

Digital transformation is rapidly gaining traction in academia and industry, as reflected by the 

growing volume of related publications (Wessel et al., 2021). In today’s dynamic work 

environment, integrating digital technologies has become essential yet challenging for 

organizations, especially small and medium-sized enterprises (SMEs). SMEs often fall behind 

larger firms due to resource constraints and a lack of essential elements for transformation, 

including IT adoption, digital skills, and a digital strategy, all of which are critical for driving 

digital transformation (Eller et al. 2020). Thus, this study focuses on SMEs due to their 

unique challenges and economic significance. 

As we prepare to delve into discussions at the CNOW workshop regarding the transformative 

impact of digitalization on work environments, it is crucial to address the significant 

challenges hindering effective digital transformation. In the context of digital transformation, 

our conceptualization draws upon the framework articulated by Hess et al. (2016), wherein 

digital transformation is defined as “[…] changes digital technologies can bring about in a 

company’s business model, which result in changed products or organizational structures or in 

the automation of processes” (Hess et al., 2016, p. 124). Verhoef et al. (2021, p. 890) concur 

with this perspective stressing that digital transformation is “multidisciplinary by nature, as it 

involves changes in strategy, organization, information technology, supply chains and 

marketing”. 

One prominent obstacle that warrants attention is the status quo bias (Kahneman et al. 1991, 

Fernandez et al. 1991), which is a reluctance among employees to embrace new digital 

technologies and processes. Despite the potential benefits of digital transformation, including 

increased efficiency, productivity, and innovation, many individuals strongly prefer maintaining 

the existing status quo. This innate resistance to change poses a formidable obstacle to 

successfully integrating digital initiatives within organizational frameworks. Whether from 

apprehension toward unfamiliarity, skepticism regarding the efficacy of new technologies or 

simply a preference for familiar routines, the prevalence of status quo bias can significantly 

impede progress and innovation in the organizational context. This inquiry focuses specifically 

on SMEs due to their economic significance and unique challenges, particularly concerning 

resource constraints. 
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To comprehensively explore the hurdles SMEs face during digital transformation, it is 

imperative to recognize the intricate interplay between technological advancements and human 

behavior. While digital technologies hold considerable potential to revolutionize work 

practices, their effectiveness ultimately depends on the willingness of individuals to adapt and 

embrace change. By shedding light on the challenges of digital transformation for SMEs in 

contemporary workplaces, particularly concerning status quo bias and its ramifications for 

transformation activities, this study endeavors to provoke discourse and advocate for proactive 

strategies to surmount resistance to change within organizational settings. Through a deeper 

understanding of the barriers that influence decision-making processes, SMEs can develop 

tailored interventions to facilitate smoother transitions and foster a culture of innovation. Our 

aspiration is to enrich the ongoing discourse on the challenges of digital transformation in 

organizational contexts. By addressing the issue of status quo bias, we hope to equip scholars 

and practitioners with valuable insights and practical solutions for navigating the complexities 

of digital transformation and driving meaningful change within SMEs. 

Challenges of digital transformation in the workplace  

Given the challenges inherent in digital transformation within workplace environments, this 

study aims to delineate exemplary instances of two primary categories of challenges: technical 

and organizational. 

Technical challenges 

The digital transformation introduces an array of technical obstacles, encompassing 

cybersecurity and data privacy risks, as well as a deficiency in digital infrastructure. 

Commencing with cybersecurity emerges as a pivotal concern for SMEs (Shahi & Sinha, 2020). 

Adopting new digital platforms and tools can expose SMEs to cyber-attacks, introducing a 

novel risk factor (Möller, 2020). The global escalating prevalence of cybersecurity threats 

underscores SMEs’ need to fortify their defenses (Möller, 2020). Cyber-attacks pose a 

particularly severe threat to SMEs, primarily due to their financial constraints, which often 

prevent them from acquiring specialized cybersecurity expertise. Consequently, SMEs face 

heightened vulnerability to cyber threats, leading to potentially devastating impacts on their 

business operations within a short timeframe. SMEs typically lack the robust cybersecurity 

infrastructure and resources available to larger organizations, rendering them more susceptible 

to malicious cyber activities. Moreover, competing business priorities and budgetary limitations 

often result in deprioritizing cybersecurity initiatives and exposure to cyber risks (Möller, 2020; 

Veiga et al., 2022; National Cyber Security Centre, 2024). 

Furthermore, data privacy emerges as a pertinent challenge for businesses handling customer 

data, compelled to adhere to stringent regulations governing data handling. Besides regulatory 

compliance, B2C businesses face customer demands for data protection, with data privacy as a 

trust indicator across various industries (Veiga et al., 2022). A cyber-attack’s economic and 

reputational repercussions are significantly heightened when customer data is compromised, 

incentivizing businesses to augment their cybersecurity measures. 

Another technical challenge stemming from digital transformation is the inadequacy of digital 

infrastructure (Shahi & Sinha, 2020). Digital infrastructure, comprising the foundational layer 
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of hardware and software upon which digital technologies operate, necessitates substantial 

investment for establishment and maintenance. The evolving landscape of technology 

necessitates periodic updates to the infrastructure, adding to ongoing operating costs (Brunetti 

et al., 2020). Failure to update digital infrastructure may result in legacy systems and outdated 

digital setups characterized by inefficiencies and heightened cybersecurity risks. 

Organizational challenges 

The organizational hurdles companies encounter, especially SMEs, during their digital 

evolution are pivotal. An integral aspect of digital transformation within a business involves a 

cultural metamorphosis. This cultural shift can pose significant challenges, particularly 

considering employees’ varying levels of digital literacy, often influenced by generational 

disparities. Some employees may exhibit apprehension towards embracing a culture of 

complete knowledge-sharing and collaboration platforms, potentially impeding the 

transformation’s efficacy (Giermindl et al. 2017). This fear of digital change is likely to stem 

from concerns about job security, fuelled by the emergence of more sophisticated technologies. 

Within traditional SME cultures, an inherent resistance to change may deviate from a purely 

rational mindset. Nevertheless, cultivating a culture receptive to digital transformation is 

paramount to success. Therefore, management is responsible for increasing digital literacy 

while allaying employees’ fears to optimize transformation outcomes (Henriette et al., 2016; 

Shahi & Sinha, 2020). 

Closely related to culture is the challenge of strategy formulation. A common problem in many 

SMEs is the lack of a clear digital strategy in management circles due to a lack of understanding 

of the digital landscape. Many managers fail to grasp the disruptive potential of digital 

technologies, partly due to the unpredictable competitive landscape, which is vulnerable to 

disruption from technological innovators. The perceived risk of being overtaken by technology-

driven competitors may seem remote to some managers, leading to the deprioritisation of 

technology investments (Vey et al., 2017). In addition, organizational culture may influence 

strategic direction, as managers may lack incentives to enforce a digital strategy on employees.  

Another obstacle SMEs face in digital transformation is outdated organizational structures, 

particularly siloed organizational setups (Strich et al., 2023). Digital transformation offers 

opportunities for improved communication and collaboration across organizational 

departments. However, organizational structures must facilitate technology-enabled employee 

collaboration to exploit these opportunities. In SMEs operating within siloed structures where 

individual teams have minimal interaction, a shift to a connected, collaborative, and 

communicative structure is essential to realize digital transformation’s benefits fully. However, 

making such a shift is challenging for some SMEs, as evidenced by limited collaboration and 

coordination efforts identified as critical barriers to digital transformation initiatives (Shahi & 

Sinha, 2020). 

Deep Dive: Status Quo Bias as a challenge of digital transformation in the workplace 

As mentioned, one of the challenges in implementing digital transformation are organizational 

challenges, which can be exacerbated by biases within SMEs. Biases refer to cognitive 

distortions in individuals that create a representation of reality that alters objective reality 
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(Haselton et al. 2015). Researchers from the field of behavioral economics have investigated 

numerous biases that can negatively influence the objective evaluation of information and 

effective decision-making. Among many other biases, the status quo bias is particularly 

noteworthy in this context. This means that individuals prefer the status quo when there is no 

pressure to change this status (Kahneman et al. 1991). Maintaining the status quo can lead to 

market inefficiency if less value is attached to the future status than to the current situation 

(Madrian 2014). Therefore, this behavior poses a significant challenge in implementing digital 

transformation if employees prefer to stick with the status quo and do not intend to change their 

behavior or implement digital change. They then stick to status quo technologies instead of 

introducing new technologies and striving for a holistic digital transformation (Kim & 

Kankanhalli 2009; Polites & Karahanna 2012; Schirrmacher et al. 2019).  

The status quo bias can include many facets in the workplace, e.g., the status quo bias can lead 

employees to resist adopting emerging technologies that could enhance productivity and 

innovation within the SME. For example, employees may be hesitant to embrace artificial 

intelligence and machine learning algorithms for data analysis and decision-making processes, 

preferring traditional methods despite the potential benefits of automation and optimization 

(Giermindl et al. 2022). Moreover, SMEs often implement collaboration platforms and 

communication tools in the digital transformation era to facilitate remote work and streamline 

internal communication. However, employees accustomed to traditional face-to-face 

interactions may exhibit a status quo bias by resisting the adoption of these digital 

communication channels. This reluctance can hinder effective communication and 

collaboration, impacting productivity and efficiency. Additionally, agile methodologies have 

gained popularity in modern workplaces, offering a flexible and iterative approach to project 

management and software development. However, employees entrenched in traditional 

hierarchical structures and linear workflows may exhibit a status quo bias against agile 

practices. Resistance to adopting agile frameworks can impede organizational agility and 

responsiveness to changing market demands. Finally, digital transformation often automates 

repetitive tasks and workflows to streamline operations and reduce manual effort. However, 

employees may exhibit a status quo bias by preferring manual processes they are familiar with, 

even if automation offers significant efficiency gains. Resistance to automation can inhibit cost 

savings, scalability, and competitiveness in the digital age. 

However, SMEs can employ various strategies to counteract the status quo bias and facilitate 

successful digital transformation. One effective approach is through implementing structured 

change management initiatives. These programs are designed to educate and engage employees 

in the benefits of digital transformation, addressing concerns and resistance effectively. 

Moreover, incentives and rewards play a significant role in motivating employees to embrace 

digital transformation initiatives. By offering recognition and rewards for individuals who are 

willing to adapt and innovate, SMEs can create a positive reinforcement loop that encourages 

others to overcome their status quo bias.  

Furthermore, ensuring alignment and support from leadership is essential. Leaders must 

actively participate in driving digital transformation efforts, setting a clear vision, and providing 

direction to inspire confidence and commitment across SMEs. When employees see that 
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leadership is fully invested in the process, they are more likely to embrace change and overcome 

their resistance to the status quo.  

By implementing these counteract activities, SMEs can navigate the complexities of digital 

transformation more effectively, unlocking opportunities for growth, innovation, and 

sustainable success in the evolving digital landscape. 

Research Agenda and Open Research Questions  

Based on the research mentioned above (especially Eller et al. 2020; Verhoef et al. 2021; 

Wessel et al. 2021;), we have developed a series of questions designed to investigate both the 

technical and organizational challenges of digital transformation, which are particularly 

relevant to SMEs. These questions aim to provide a comprehensive framework for further 

academic inquiry and practical discussion. 

Research Area Open Questions for Research and Practice 

Technical Challenges 

Technological 

Adoption 

• What technical barriers do SMEs encounter when implementing new 

digital technologies? 

• How can SMEs develop specific digital resources for digital 

transformation, and how can these digital resources facilitate digital 

transformation? 

IT Infrastructure 
• How can SMEs optimize their IT infrastructure to support digital 

transformation initiatives effectively? 

Data Management 
• How can SMEs enhance their data management practices to facilitate 

digital transformation? 

Cybersecurity 
• What are the critical cybersecurity challenges SMEs face during digital 

transformation, and how can they address them? 

Emerging 

Technologies 
• Which emerging technologies show the greatest potential for driving 

digital transformation in SMEs? 

Technical Skills 

Development 

• What training programs are most effective in developing the technical 

skills necessary for digital transformation in SMEs? 

• How can SMEs ensure their employees acquire and maintain the skills 

necessary for successful digital transformation? 

Accountability, 

Ownership and 

Support 

• What strategies can SMEs employ to enhance access to technical support 

and resources to facilitate their digital transformation initiatives? 

• Given their limited resources and capacities, how can SMEs ensure the 

designation of a dedicated individual responsible for overseeing and 

owning the digital transformation process? 

Organizational Challenges 

Status Quo Bias 
• What are the manifestations of status quo bias across various 

organizational cultures, and what implications does it entail for digital 

transformation processes? 

Cultural Resistance 
• Which strategies demonstrate the highest efficacy in addressing cultural 

resistance to digital transformation within the context of SMEs? 

Change Management 
• What examples of structured change management initiatives have 

effectively countered status quo bias in SMEs, and what lessons can be 

realized from their implementation? 
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Research Area Open Questions for Research and Practice 

Digital Identity 
• How can a digital identity be created and nurtured in SMEs?  

• How does a digital identity affect the employees’ ability to learn? 

Organizational 

Structure 

• What organizational structures are most effective for digital transformation 

and suitable for SMEs? 

• Which organizational structures enhance firms’ digital agility? 

• How can SMEs benefit from new organizational structures and 

management styles when transforming? 

• How to construct self-organizing teams in SMEs to attain digital 

transformation? 

Leadership 

Alignment 

• How can SME leaders be better aligned to support and drive digital 

transformation efforts? 

• What are the long-term effects of leadership alignment on the success and 

sustainability of digital transformation efforts within organizations? 

Employee 

Engagement 

• How can SMEs engage their employees effectively in the digital 

transformation process to minimize resistance and maximize adoption? 

• What role do leadership communication and organizational culture play in 

fostering employee engagement during digital transformation processes, 

and how do these factors interact with technological advancements and 

changes in work practices? 

Skills 

• What skill sets are requisite for digital transformation within SMEs? 

• What strategies can resource-limited SMEs employ to attain and develop 

these essential skills for digital transformation effectively? 

• How can networks and ecosystems be leveraged to provide SMEs with the 

necessary human resources and skills for successful digital 

transformation? 

Measuring Success 

• How can researchers develop a comprehensive scale to measure the extent 

and effectiveness of digital transformation in SMEs, reflecting the nuanced 

practices and unique challenges they face? 

• What metrics should SMEs use to measure the success and progress of 

their digital transformation initiatives?  

• How do firms’ use and importance of metrics evolve across the different 

phases of digital transformation? Which metrics are essential for the 

various stages of digital transformation? 

Measuring Impact 

• What is the impact of digital transformation on performance? 

• Which digital technologies make the greatest contribution to financial 

performance? 

Policy and 

Regulatory Support 
• How might governmental policies and regulatory frameworks be leveraged 

to facilitate and bolster the digital transformation endeavors of SMEs? 

Future Trends 
• What novel developments, new technologies, and emerging paradigms in 

digital transformation demand attention from SMEs seeking to maintain a 

competitive edge within evolving markets? 

 

Conclusion 

In conclusion, the challenges associated with digital transformation in the workplace are 

multifaceted and require a nuanced approach for effective resolution. We have highlighted the 

influence of status quo bias as a barrier to embracing change and realizing the full potential of 

digital initiatives and transformation. Rooted in a preference for maintaining existing 

practices, this bias can impede progress and innovation and prevent organizations from 
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adapting to the evolving technological landscape. Addressing this challenge requires a holistic 

understanding of its manifestations across different facets of organizational dynamics, from 

cultural resistance to technological adoption. However, by implementing structured change 

management initiatives, incentivizing innovation, and ensuring leadership alignment, SMEs 

can mitigate the impact of status quo bias and foster a culture conducive to digital 

transformation. Through proactive strategies and concerted efforts to overcome resistance, 

SMEs can unlock the transformative power of digital technologies to drive sustainable growth 

and competitive advantage in the modern business environment. We contribute to this 

discourse by shedding light on the complexity of digital transformation challenges. As SMEs 

continue to embrace digital transformation, we highlight the importance of addressing status 

quo bias as a pivotal step in realizing the full potential of digital transformation initiatives. 

This paper aims to provide a multidisciplinary perspective on digital transformation, focusing 

on the challenges faced by SMEs and to discuss specific research opportunities and open 

questions for research and practice. We hope our discussion and research agenda will 

stimulate future research on digital transformation. 
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